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On Aug 26, 2016, at 5:10 PM, Frank P <fcoll82@gmail.com> wrote:

FBI’s stingray quickly found suspect after local cops’ device couldn’t
New court filings in US v. Ellis show the lengths that Oakland police, FBI went to.
HTTP://ARSTECHNICA.COM/TECH-POLICY/2016/08/TO-FIND-SUSPECT-CITY-
COPS-RAN-STINGRAY-FOR-HOURS-THEN-CALLED-IN-FBI/

Judge blasts DOJ’s refusal to explain stingray use in attempted murder case
 
OAKLAND, Calif.—According to new government affidavits filed earlier this week, 
the Oakland Police Department (OPD) used its stingray without a warrant in 2013 
for several hours overnight as a way to locate a man accused of being involved in 
shooting a local police officer. The OPD called in the FBI when that effort was 
unsuccessful. The FBI was somehow able to locate the suspect in under an hour, 
and he surrendered to OPD officers.

That suspect, Purvis Ellis, is the lead defendant in the case of United States v. 
Ellis et al. 

The case involves four men who are charged with the January 21, 2013 attempted 
murder of local police officer Eric Karsseboom in the parking area in front of a 
Seminary Avenue apartment complex in East Oakland. 

The men are also charged with running an alleged local gang, centered around 
Seminary Avenue (known as "SemCity").

While these new filings fill out the timeline a bit more, they also raise new 
questions in Ellis. 

The case has provided rare insight into how this surveillance device, also known 
as a cell-site simulator, is used in practice to find suspects and the seeming 
lengths the government is willing to go to keep it quiet. 

The tool has come under increasing scrutiny by lawmakers and activists in recent 
years. 

Since this case began, the Department of Justice, which oversees the FBI, and 
the State of California now require a warrant when a stingray is used in most 
circumstances.

According to the government, Ellis, who is not accused of being the actual 
shooter, was the target of both the Oakland Police Department’s and the FBI’s 
stingrays. (The victim of the shooting, Karsseboom, previously identified co-
defendant Deante Kincaid as the man who actually fired the non-fatal shot that 
struck Karsseboom in the wrist.)

Earlier this month, US Magistrate Judge Donna Ryu ordered the government to 
formally declare how the stingrays were used to find Ellis, who was either in the 
apartment building or immediately present for the shooting of Karsseboom. He 
ultimately surrendered to the OPD when he emerged from Apartment #112 at 
about 11am on January 22, 2013.

His attorney, Martha Boersch, told Ars that she was unable to comment on her 
client’s precise location during the encounter with Karsseboom, who testified that 
his encounter involved the other three defendants. 

It is also unclear why the stingray solely targeted Ellis when the other three 
suspects had fled the scene by the time the stingray was activated at the 
Seminary Ave. apartment complex.

These new filings are the government's attempt to address Ryu's judicial order. All 
of the discussion regarding stingrays, among other issues pending before the 
court, are part of the criminal discovery process, which has been ongoing for 
nearly three years.

“We’re nowhere near setting a trial date,” US District Judge Phyllis Hamilton told 
both sides during a Wednesday hearing in federal court in Oakland.

Four men remain accused
“PING SUSP PHONE”—An Oakland shooting reveals how cops snoop on cell 
phones
 
All parties agree that Karsseboom was shot at about 6:15pm on January 21. 
 
Karsseboom arrived at the apartment not in uniform and not in a marked patrol car
—he was sent there to look for a car the OPD believed was involved in an earlier 
shooting. 
 
Karsseboom told a state court hearing in 2013 (before the case was moved to 
federal court) that he did not declare he was a cop until after the trigger was 
pulled, at which point the three men he says confronted him ran away.
Karsseboom later recalled the shooting during that preliminary examination, but in 
retrospect, court documents show that details start becoming murky at this point.

 OPD declared the scene "secure" by 6:29pm. But a few hours after the incident, 
OPD Officer Steve Valle received a call from a confidential informant who is 
labeled in court documents only as "X." 

X told Valle that she or he received a call where X learned the names of two 
people involved in the original, January 20 shooting: Deante Kincaid and Damien 
McDaniel. X said two others were present: Purvis Ellis and someone named Lil’ 
Joe, later identified as Joseph Pennymon. (Kincaid, McDaniel, and Pennymon are 
the other three co-defendants in US v. Ellis.)
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Deante "Tay Tay" Kincaid, is accused of being the one who fired the shot against 
Oakland Police Officer Eric Karsseboom.
The government has argued that while two stingrays were used to locate Ellis, it 
did not need a warrant given “exigent circumstances,” a particular situation that 
provides an exception to the 4th Amendment. 

According to American criminal procedure law, an exigent circumstance involves 
imminent bodily harm or injury, the destruction of evidence, or the flight of a 
suspect.

Prosecutors argued that because the three men involved in the altercation were at 
large, there was a clear exigency. 

Ellis’ defense, meanwhile, has countered that because the OPD had declared the 
scene “secure” 14 minutes after Karsseboom was shot, there was no exigency. 

This issue remains unresolved.

Calling in the feds
Baltimore police accused of illegal mobile spectrum use with stingrays
 
The new Monday filings consist of a pair of affidavits, one from an FBI special 
agent, whose name was redacted, and another by an OPD officer, whose name 
was also withheld.
The OPD officer wrote that she or he was alerted to the incident at 6:40pm and 
was told to respond. 

But given that the officer was off-duty, and as most OPD officers live outside the 
city, the officer told the court that it would have taken up to two hours to return to 
Oakland. 

By the time the officer arrived on the scene with what seems to have been an 
OPD surveillance van, it was around 9:00pm.

The Oakland cop wrote that her or his team finally turned on the stingray at about 
midnight, in the early morning hours of January 22.

The officer continued: Prior to operating the cell site simulator, OPD first contacted 
the telephone carrier of the subject cellular telephone and completed the required 
exigent circumstance request form to obtain a pen register/trap trace and 
subscriber information for phone number 510-904-7509 to assist in locating the 
cellular telephone with the cell site simulator. I did not begin operating the device 
until after OPD obtained this information from the telephone provider.

Prosecutors did not respond to Ars’ request for further information about how 
authorities obtained Ellis’ number, why he was targeted, or how long the OPD's 
stingray was in operation.

It's likely that the “subscriber information” MetroPCS provided included not only 
the name on the account but also the IMSI number associated with that number, 
which allowed the stingray to begin its search. 

The affidavit seems to suggest (but does not outright say) that the OPD stingray 
was in operation continuously for nearly 10 hours.

As Ars reported previously, according to an OPD log that was later redacted, a 
notice soon went out at 5:24am: "PING SUSP PHONE IN BLDG TWDS REAR 
STILL." 

In addition to a Computer Aided Dispatch log notation from 3am, this message 
seems to be the second indication in all of the publicly available records that some 
sort of cell phone surveillance was taking place.

Despite seemingly being able to ping Ellis’ phone, the OPD wasn’t actually able to 
locate it—so then they called in the FBI. 

According to the FBI affidavit, the special agent was notified at about 7:00am on 
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