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Vizio Smart TVs Continuously Tracked 
Viewers Without Consent

Written By: Dan Goodin February 7, 2017 

Technocrats think nothing of continual surveillance because they believe they have something 
like a universal right to collect all data everywhere. It never occurs to them that people have 
rights that protect them from people like themselves. ⁃ TN Editor 
Vizio, one of the world’s biggest makers of Smart TVs, is paying $2.2 million to settle charges 
that it collected viewing habits from 11 million devices without the knowledge or consent of the 
people watching them.

According to a complaint filed Monday by the US Federal Trade Commission, Internet-
connected TVs from Vizio contained ACR—short for automated content recognition—software. 
Without asking for permission, the ACR code captured second-by-second information about the 
video the TVs displayed. The software collected other personal information and transmitted it, 
along with the viewing data, to servers controlled by the manufacturer. Vizio then sold the data to 
unnamed third-parties for purposes of audience measurement, analysis, and tracking.

“For all of these uses, Defendants provide highly specific, second-by-second information about 
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television viewing,” FTC lawyers wrote in Monday’s complaint. “Each line of a report provides 
viewing information about a single television. In a securities filing, Vizio states that its data 
analytics program, for example, ‘provides highly specific viewing behavior data on a massive 
scale with great accuracy, which can be used to generate intelligent insights for advertisers and 
media content providers.'”

In an e-mailed statement, Vizio officials wrote: “The ACR program never paired viewing data 
with personally identifiable information such as name or contact information, and the 
Commission did not allege or contend otherwise. Instead, as the Complaint notes, the practices 
challenged by the government related only to the use of viewing data in the ‘aggregate’ to create 
summary reports measuring viewing audiences or behaviors.”

The tracking started in February 2014 on both new TVs and previously sold devices that didn’t 
originally ship with ACR software installed. The software periodically appended IP addresses to 
the collected data and also made it possible for more detailed personal information—including 
age, sex, income, marital status, household size, education level, home ownership, and home 
values—to be associated. The collection occurred under a setting that was described as a “Smart 
Interactivity” feature that “enables program offers and suggestions.” The menu never informed 
users that the feature also transmitted viewing habits or other personal information. The 
complaint offered these additional technical details:

Through the ACR software, Vizio’s televisions transmit information about what a consumer is 
watching on a second-by-second basis. Defendants’ ACR software captures information about a 
selection of pixels on the screen and sends that data to Vizio servers, where it is uniquely 
matched to a database of publicly available television, movie, and commercial content. 
Defendants collect viewing data from cable or broadband service providers, set-top boxes, 
external streaming devices, DVD players, and over-the-air broadcasts. Defendants have stated 
that the ACR software captures up to 100 billion data points each day from more than 10 million 
VIZIO televisions. Defendants store this data indefinitely.

Defendants’ ACR software also periodically collects other information about the television, 
including IP address, wired and wireless MAC addresses, WiFi signal strength, nearby WiFi 
access points, and other items.

Read full story here…
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